SD-JWT & SD-JWT VC 101




SD-JWT & SD-JWT VC

e Formats for
o enabling selective disclosure and key binding for JWS/JWT (SD-JWT)
o credentials based on that format (SD-JWT VC)

e Attributes are structured as JSON

e Specified in the OAuth Working Group at the IETF

o  SD-JWT: Working group last call
o SD-JWT VC: Working group draft



SD-JWT

Selective Disclosure for JIWTs
using a simple, salted-hash based format
— for verifiable credentials and more.

IETF Draft: https://datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/
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Kristina Yasuda
Brian Campbell




Credential Issuance & Presentation Decoupled

Identity Federation Wallet Model
Identity Provider Issuer

% Reusable, contains all claims
3 known to the Issuer

E -

End-User |35 Only claims relevant to End-User

S given request: Already (Holder)

» selectively disclosed! % Subset from the Issuer-signed
© credential relevant to given
= request.

Relying Party Verifier



Selective Disclosure

Issuer issued a whole set of claims: But Verifier only needs a subset in a given request:
{ {
"iss": "https://server.example.com", "iss": "https://server.example.com",
"sub": "some-user-identifier", "sub": "some-user-identifier",
"aud": "s6BhdRkqt3", "aud": "s6BhdRkqt3",
"given_name": "John", "given_name": "John",
"family_name": "Doe", "family_name": "Doe",
"email": "johndoe@example.com", "email": "johndoe@example.com",
"phone_number": "+1-202-555-0101", "phone_number": -_
"address": { "address": {

"street_address": "123 Main St",
"locality": "Anytown",

"region": "Anystate",
"country": "US"
}I }I
"birthdate": "1940-01-01" "birthdate":
} }
v signed v/ signed

by Issuer by Issuer



SD-JWT in 5 Simple Steps

Step 1. Prepare User Data

{

iss": "https://example.com",
"type": "IdentityCredential",

"Cnf": {"jWk": '{"kty": "RSA","n": "OVX....KgW","e": "AQAB" } }’

"given_name": "Max",
"family_name": "Mustermann",
"email": "mustermann@example.com",

"address": {
"street_address": "Musterstr. 23",
"locality": "Berlin",
"country": "DE"

}



SD-JWT in 5 Simple Steps

Step 2: Create Disclosures

{
"iss": "https://example.com",
"type": "IdentityCredential",

ucnfu: '{"jWk": '{"kty": "RSA","n": HOVX....KgW","e": "AQAB" } },

"given_name" : "Max" I R R R I B AL AU I ["G00r26n0_iWSOZCAOoilFW" , "given_name“ , "MaX"]
"family_name": "Mustermann™, : e ["cS1bR135i0NjhsouMxrjjg", "family_name", "Mustermann"]
"email": "mustermann@example.com", e ["oHDt43Vwuhpo8mzaprgCcw", "email", "mustermann@example.com"]
"address": {
"street_address": "Musterstr. 23", s ["rGcOKtY6WmflywTTKEWIEQ", "street_address", "Musterstr. 23"]
"locality": "Berlin™, -« ["pGQMQx-2tH2XwC_eQCFn4g", "locality", "Berlin"]
"count ry" N B ] = N I R R I ["TI’I SMSGSUIXPIWNZ—VLYBA" , "Country" , “DE"]

} T T T

salt claim name claim value



SD-JWT in 5 Simple Steps

Step 3: Hash Disclosures & Replace Original Claims

{

iss": "https://example.com",
"type": "IdentityCredential",

"Cnf": {"jWk": '{"kty": "RSA","n": "OVX....KgW","e": "AQAB" } }’

"_sd": [ "EWloO0egga5mGcbytT5S-kAubcEjYEUWRKX1u2vC5120", — ["GO0r26n0-iW50ZcAoOilFw", "given_name", "Max"]
"FEx-ITHt41I8_cn0SS-hvolLneX_RGlJo_802xRNhfdk", ~ ["cS1bR135i0NjhsouMxrjjg", "family name", "Mustermann"]
"i1gg7H5fn2eBEMIEKE5Ckbm23QuwDJ1TYoKRip08dYIc" 7], ~ ["oHDt43Vwuhpo8mzaprgCcw", "email", "mustermann@example.com"]

"address": {

"_sd": [ "gqB5kmAwyry88aHjaAe0-USX6JO0MaojukKsheo3800c", « ["rGcOKtYeWmflywTTKEWIEQ", "street_address", "Musterstr. 23"]

1

"w8InvxsPXdKoowuVpyBMgl1b9_R2b6Xpa30YOIjgQro”, ["pGQMQx-2tH2XwC_eQCFn4g", "locality", "Berlin"]
"vOnlYtcjr872fP3Wa750z17c-6_MOVAIUNtwLKKxZw0" ] —~ ["TI15M8G5UIXPiWNZ-VLYBA", "country", "DE"]



SD-JWT in 5 Simple Steps

Step 4: Sign SD-JWT & Encode for Transport

eyJhbGci0iAiUIMyNTY1iLCAia21kIjogImNBRU1VcUowY21MekQxa3pHemhlaUJhZzBZ
UkF6VMRsSZnhOMjgwTmdIYUEifQ.eyJpc3MiOiAiaHROCHM6LY91eGFtcGx1LmNvbS9pc
3N1ZXIiLCA1Y25mIjogeyJqd2si0iB7Imt0eSI6ICIJSUOELILCALbiI6ICIWdNg3YWdvZ
WJHY1FTdS4uLi4tY3NGQ3VyLWtFZ1U4YXdhcEp6S25xREtndyIsICJ1IjogIkFRQUILf
X0sICJOeXBlIjogIklkZW50aXR5Q3J1ZGVudGlhbCIsICJjcmVkZW50aWFsU3ViamVjd
CI6IHsiX3NkIjogWyJFVZFVMGVNcWE1bUdjYn10VDVTLWtBdWJjRWpZRVV3UmtYbHUyd
kM1bDIwIiwgIkZFeC1JVEhONDFJOF9]jbjBTUyTodmIMbmVYX1JHbEpVXZzhvMnhSTmhmZ. 1UHEPtLLUXOT51jH3gg-3C-ZidWzsB9Un-VxmM
VdQtTbLLhwDTB6HJtt15p43yCXTzdpiZxtDI6fr07Tp0Dy_Umg3Q5_FxFj4WHnsVuVzu
ASU8cF1GP16xgHID3w1G2hqepBS8DyQ5bA_p5kN_tKJVoP1xWhcQujRJBKKEKQsRia4F
hrB1d18f41wgu_ipPgh1Ix4BVI7GJC1ZNx94nWPT7JUFkI6Y6JkahLf3S6gBOMxtmLAe
YOqkuz8VeOZNf1l_CDog55kVTkArorfoL6D6TEJI__ -w6YyUOPnIRJXJOwrYfoyhN18LK
AP38QYMpdR7z_rsvHpQHzFAPTmevnHDg

~ ["GOO0r26n0-iW50ZcAoOilFw",

["cS1bR135i0NjhsouMxrjjg",
["oHDt43Vwuhpo8mzaprgCcw" ,

["rGcOKtY6WmflywTTKEWIEQ",

~ ["pGQMQx-2tH2XwC_eQCFn4g",

["TI15M8G5UIXPiWNZ-VLYBA",

"given_name", "Max"]
"family_name", "Mustermann"]

"email", "mustermann@example.com"]

"street_address", "Musterstr.
"locality", "Berlin"]
"country", "DE"]

23"]



SD-JWT in 5 Simple Steps

Step 5: Baseo64url-encode Disclosures for Transport

eyJhbGci0iAiUIMyNTYiLCAia21kIjogImNBRU1VcUowY21MekQxa3pHemhlaUJhZzBZ
UkF6VMRSZnhOMjgwTmdIYUEifQ.eyJpc3MiOiAiaHROCHM6LY91eGFtcGx1LmNvbS9pc. 1UHEPtLLUXOT51jH3gg-3C-ZidWzsB9Un-VxmM
VdQtTbLLhwDTB6HJtt15p43yCXTzdpiZxtDI6fr07Tp0Dy_Umg3Q5_FxFj4WHnsVuVzu
ASU8cF1GP16xgHID3w1G2hqepBS8DyQ5bA_p5kN_tKJVoP1xWhcQujRJBKKEKQsRia4F
hrB1d18f41wgu_ipPgh1Ix4BVI7GJC1ZNx94nWPT7JUFkI6Y6JkahLf3S6gBOMxtmLAe
YOqkuz8VeOZNf1l_CDog55kVTkArorfoL6D6TEJI__ -w6YyUOPnIRJXJOwrYfoyhN18LK
AP38QYMpdR7z_rsvHpQHzFAPTmevnHDg

~WyJHTZzByMjZuTy1pVzUwWWmNBbO9pbEZ3Tiwg ImdpdmVuX25hbWUiLCAiTWF4I10
~WyJjU2xiUjEzNWkwTmpoc291TXhyampnIiwgImZhbWlseVOuYW11IiwgIk11c3R1lcm1
hbm4iXQ
~WyJvSERONDNWd3VocG84bXphcHJNQ2N3TiwgImVtYWlsIiwgIm11c3R1cm1hbm5AZXh
hbXBsZS5jb20iXQ

~WyJyR2MwS3RZN1dtZmx5d1RUSOVXSUVRIiwg InNOcmV1dF9hZGRyZXNzIiwgIk11c3R
lcnNOci4gMjMiXQ
~WyJWRTFNUXgtMNnRIMLIh3Q191UUNGbjRnIiwgImxvY2FsaXR5IiwgIkJlcmxpbiJd
~WyJUSTETTThHNVVJeFBpV05aLVZMWUJBIiwg ImNvdW50cnkiLCAIREUiXQ

- Done!



Design Principles

SD-JWT
Complexity Selective disclosure, as simple as possible
Algorithms Standard cryptography: JWS Signature + Hash function
Format JWT & JSON
Security Security-by-design
Easy to understand & verify
Hardware binding possible
Cryptographic agility
Availability Widely-available JWT libraries can be leveraged
Already five independent implementations
Use Cases Universal (beyond identity use cases)



Issuer

Issuance

End-User

(Holder)

Presentation

&
=.
=h
)
=

JWT Disclosures
plain-text claims salt + claim name + claim value
+ hashed Disclosures

WyJrSEhwOTEtdEFadDhtOUUOSmWOWGJRI iwgImdpdmVuX25hbWUil CAiSm9obitd

WyJQak1xcEdXbDR1QjRRcm9EaHFRAzB3TiwgImZhbWlseVouYW11TiwgIkRvZSJd

Wy J4bm1QNEpadE5XSUgt TGt fRHQtby 1BIiwgInNOCcmV1dFOhZGRyZXNz Iiwg IkRvZXNOcmV1dCAXI10

WyJLdGZzeHhUbTJtdzBZTFVjS1pVOHRBIiwgImxvY2FsaXR5IiwgIkFueXRvd24iXQ

v signed
by Issuer



Issuer

JWT Disclosures
plain-text claims salt + claim name + claim value
+ hashed Disclosures

WyJrSEhwOTEtdEFadDhtOUUOSmWOWGJRI iwgImdpdmVuX25hbWUil CAiSm9obitd

WyJQak1xcEdXbDR1QjRRcm9EaHFRAzB3TiwgImZhbWlseVouYW11TiwgIkRvZSJd

Wy J4bm1QNEpadE5XSUgt TGt fRHQtby 1BIiwgInNOCcmV1dFOhZGRyZXNz Iiwg IkRvZXNOcmV1dCAXI10

Issuance

WyJLdGZzeHhUbTJtdzBZTFVjS1pVOHRBIiwgImxvY2FsaXR5IiwgIkFueXRvd24iXQ

v signed
by Issuer

End-User

(Holder)

JWT Selected Disclosures
plain-text claims salt + claim name + claim value
+ hashed Disclosures

WyJrSEhwOTEtdEFadDhtOUUOSmWOWGJRI iwgImdpdmVuX25hbWUil CAiSm9obitd

WyJQak1xcEdXbDR1QjRRcm9EaHFRAzB3TiwgImZhbWlseVouYW11TiwgIkRvZSJd

Presentation

v signed
by Issuer

Verifier



Issuer

JWT Disclosures
plain-text claims salt + claim name + claim value
+ hashed Disclosures

WyJrSEhwOTEtdEFadDhtOUUOSmWOWGJRI iwgImdpdmVuX25hbWUil CAiSm9obitd

WyJQak1xcEdXbDR1QjRRcm9EaHFRAzB3TiwgImZhbWlseVouYW11TiwgIkRvZSJd

Wy J4bm1QNEpadE5XSUgt TGt fRHQtby 1BIiwgInNOCcmV1dFOhZGRyZXNz Iiwg IkRvZXNOcmV1dCAXI10

Issuance

WyJLdGZzeHhUbTJtdzBZTFVjS1pVOHRBIiwgImxvY2FsaXR5IiwgIkFueXRvd24iXQ

v signed

sd_hash
etc

v signed \w——;—1 v signed I
by Issuer holder's public key by Holder

by Issuer
End-User
(Holder)
c JWT Selected Disclosures ' Key-
- . . . ! . .
o plain-text claims salt + claim name + claim value ' Binding JWT .
= + hashed Disclosures :
1
E WyJrSEhwOTEtdEFadDhtOUUOSmWOWGJRI iwgImdpdmVuX25hbWUil CAiSm9obitd i nonce :
m WyJQaklxcEdXbDR1QjRRcm9EaHFRAzB3IiwgImZhbWlseVouYW11IiwgIkRvZSJd : audience i
(7)) i 1
Q ! |
| 1 1
o

Verifier



Issuer SD-JWT

JWT Disclosures
plain-text claims salt + claim name + claim value
+ hashed Disclosures

WyJrSEhwOTEtdEFadDhtOUUOSmWOWGJRI iwgImdpdmVuX25hbWUil CAiSm9obitd
WyJQak1xcEdXbDR1QjRRcm9EaHFRAzB3TiwgImZhbWlseVouYW11TiwgIkRvZSJd

Wy J4bm1QNEpadE5XSUgt TGt fRHQtby 1BIiwgInNOCcmV1dFOhZGRyZXNz Iiwg IkRvZXNOcmV1dCAXI10

Issuance

WyJLdGZzeHhUbTJtdzBZTFVjS1pVOHRBIiwgImxvY2FsaXR5IiwgIkFueXRvd24iXQ

v signed
by Issuer

End-User

(Folden SD-JWT+KB
- JWT Selected Disclosures | Key-
(o) plain-text claims salt + claim name + claim value ' Binding JWT .
= + hashed Disclosures
= | nonce :
Q e . \ audience E
3 i sd_hash
a : . etc. : |
v/ signed |~_ TN -! v signed I
by Issuer holder’s public key Ry Holder

&
=.
=h
)
=



Example Presentation

eyJhbGciOiAiRVMYNTYifQ.eyJfc2Qi0iBbIkNyUWU3UzVrcUJBSHQtbk1ZWGdjNmJkd
DJTSDVhVFkxc1VfTS1QZ2tqUEkiLCAiSnpZakg0c3ZsaUgwUjNQeUVNZmVadTZKdDY5d
TVxZWhabzdGNOVQWWXTRSIsICJQb3JGYNBLAVZ1Nnh5bUphZ3ZrRnNGWEFiUm9jMkpHb
EFVQTJCQTRVN2NJIiwgI1RHZjRvTGInd2Q1S1FhSH1LV1FaVT1VZEdFMHc1cnREc3Jae
mZVYWItTG8iLCAIWFFfM2tQS3QxWH1YNOtBTmtxV1I2eVoyVmE1TnJQSXZQWWI5TXZSS
0JNTSIsICJYekZyendzY002R242QO0pEYzZ2Vks4QmtNbmZHOHZPUOtmc FBJWmMRBZmRFI
iwgImdiT3NJINEVkcTJ4Mkt3LXc1d1BFemFrb2I5aFYxY1JEMEFUTjNvUUWSSk0iLCAia
nN10X1WdWx3UVFsaEZsTV8zSmx6 TWFTRnpnbGhRRzBEcGZheVF3TFVLNCJdLCAiaXNzI
jogImh0dHBZzOi8vaXNzdWVyLmV4YW1wbGUUY29tIiwgImlhdCI6IDE20DMWMDAWMDAS I
CJ1eHAi0iAXODgzMDAWMDAWLCAic3ViIjogInVzZXJfNDIiLCAibmFOaW9uYWxpdGllc
yI6IFt7Ii4uLiI6ICJwRmSkamtaX1ZDem15VGE2VWpsWm8zZGgta284YULLUWMSRGxHe
mhhV11vInOsIHsilLi4uIjogIjdDZjZKa1B1ZHJ5M2xjYndIZ2VaOGtoQXYXVTFPU2x1c
1AWVmMtCSnJXWjALfVOSICIfc2RFYWXxnIjogInNoYSOYNTYiLCAiY25mIjogeyJqd2si0
iB7Imt0eSI6ICJFQYISICJjcnYiOiAiUCOYNTYiLCAieCI6ICJUQOFFUJESWNZ1MO9IR
JRONFcOdmZTVmIISVAXSUxpbERsczd2Q2VHZW1jIiwgInkiOiAiWnhgaVdXY1pNUUdIV
1dLV1EOaGJTSW1lyc1ZmdwVjQOU2dDRqVD1GMkhaUSJ9fX0.0eQrinudSFTXNysz2NuNQ
rwWJv-P9gQ-Ce3wWEYZkxngeA4GKFPFfApdNzBa40dH1urt8tXhW2WQL-I00v8teuw~Wy
J1bHVWNU9NM2dTTk1JOEVZbnN4QV9BIiwgImZhbWlseV9uYW11IiwgIkRvZSJd~WyJBS
ngtMDk1V1BycFROTjRRTU9IXUkIBIiwgImFkZHJ1c3MiLCB7InNOcmV1dF9hZGRYZXNzI
jogIjEyMyBNYWIuIFNOIiwgImxvY2FsaXR5IjogIkFueXRvd24iLCAicmVnaW9uIljogI
kFueXNOYXR1IiwgImNvdwW50cnkiOiAiVVMifVO~WyIyROXDNDJzS1F2ZUNmR2ZyeU5ST
j13TiwgImdpdmVuX25hbWUilLCAiSm9obiJd~WyJsa2x4RjVqTVIsR1RQVWI2TUSJAKNB
TiwgI1VTI10~eyJhbGciOiAiRVMyNTYiLCAidHIwIjogImtiK2p3dCJ9.eyJub25jZSI
6ICIXMjMONTY30DkwIiwgImF1ZCI6ICJodHRwczovL3Z1cmlmaWVyLmV4YW1wbGUub3J
nIiwgImlhdCI6IDE20TgwNzc30TAsIC)fc2RfaGFzaCI6ICIzZNHQ4dkNDX2NTd1ZMbk9
hZEJ0d2g0ZEZ2QkVyU2w5ektPcXdtNmloVFIVINO.Zlot fwgFINUTRAShrd8jGSJEB6e
3Z3EKm-AD5udfzggxfK-1QM4TCKbHK81eV088YTK1 -UfM7WSyQpx5wpNpZw

Issuer-signed SD-JWT~Disclosures~KB-JWT

Key-Binding JWT Body:

{

"nonce": "1234567890",

"aud": "https://verifier.example.org",

"iat": 1698077790,

"sd_hash": "34t8vCC_c_vVLnOadBtwh4dFvBErS19zKOqwm6ihT_U"
h



Reconstructing the Original Data

eyJhbGciOiAiRVMYNTYiLCAidHIwIjogImV4YW1wbGUrc2Qtand0In0.eyJfc2Qi0iBb
ImZPQLVTUXZVNDZ5UU8td1J3WEJjR3F2bmJLSXVISVNFTDk2MV9TamQ0ZG8iXSwgImlz
cyI6ICJodHRwczovL21zc3V1ci51eGFtcGx1LmNvbSIsICIpYXQi0iAxNjgzMDAWMDAW
LCALiZXhwIjogMTg4MzAWMDAWMCwgINNTYiI6ICI2YZVjMGEOOSTiNTg5LTQzMWQtYmFL
NyOyMTkxMj JhOWVjMmMiLCALIX3NkX2FsZyI6ICJzaGEtMjU2IiwgImNuZiI6IHsiandr
IjogeyJrdHkiOiAiRUMiLCA1Y3J2IjogI1lAtMjU2IiwgIngi0iAiVENBRVIXOVp2dTNP
SEY0ajRXNHZmU1ZvSE1QMUIMaWxEbHM3dkN1R2VtYyIsICJ5IjogIlpdamlXV2JaTVFH
SFZXS1ZRNGhiU01lpcnNWZnV1YONFNnQOalQ5RjJIWLELIfX19.GGjnFCyhorxrvTPdRvg
yQsLQIXUgKLHDxKD9pXSJhq609DQPZJIhKiVqU7ZreGmsOVosp12-6EtghYaMtHXCXw~
WyIyROXDNDJZzS1F2ZUNmR2ZyeU5STj13IiwgImFkZHJ1c3MiLCB7InNOcmV1dF9hZGRy
ZXNzIjogIINjaHVsc3RyLiAxMiIsICJsb2NhbG10eSI6ICITY2h1bHBmb3JOYSISIC)y
ZWdpb24i0iAiU2FjaHN1bi1BbmhhbHQiLCAiY291bnRyeSI6ICJERSJIXQ~eyJhbGciO
iAiRVMyNTYiLCAidHIwIjogImtik2p3dCJ9.eyJub25jZSI6ICIXMjMONTY30DkwIiwg
ImF1ZCI6ICJodHRwczovL3Z1lcmlmaWVyLmV4YWT1wbGUub3JnIiwgImlhdCI6IDE3MjEY
MDYWNDksICJzZF90oYXNoIjogIkdwTHFnU1ZQVVBXZWVORjdINGp4VjNHa1BuMOJrVDFw
ZJNSWTJINECOZXcifQ.TniqwCTCl_k4z4mMM5_UJQ4rAw75QJdLBs_wtumbjfrKIjfCt
MUoBkfH2QiDD4djKc9R4dfmwE6341iL27Kp3KQ

decode,—

_——check signature,
check validity

decode

hash

decode,
check signature,
check sd_hash,
check nonce & aud

-~

"_sd": [
"fOBUSQvo46yQ0-wRwXBcGqvnbKIueISEL961_Sjd4do"
1,
"iss": "https://issuer.example.com",
"iat": 1683000000,
"exp": 1883000000,
"sub": "6c5c0a49-b589-431d-bae7-219122a9%ec2c",
"_sd_alg": "sha-256",
"cnf": {
"Jwk"
"kty": "EC",
"crv": "P-256",
"x": "TCAER19Zvu30HF4j4W4vfSVoHIP1ILilD1ls7vCeGemc",
"y": "ZxjiWWbZMQGHVWKVQ4hbSIirsVfuecCE6t4jTI9F2HZQ"

["2GLC42sKQveCfGfryNRNOw", "address", {"street_address":
"Schulstr. 12", "locality": "Schulpforta", "region":
"Sachsen-Anhalt", "country": "DE"}]

fOBUSQvo46yQ0-wRwXBcGqvnbKIueISEL961_Sjd4do

"nonce": "1234567890",

"aud": "https://verifier.example.org",

"iat": 1721206049,

"sd_hash": "GpLqgSVPUPqeetF7H4jxV3GkPn3BkT1pf3yY2I4G4ew"



"_sd": [

Reconstru Cti ng the Orig i nal Data ] "fOBUSQvo46yQ0-wRwXBcGqvnbKIueISEL961_Sjd4do"

"iss": "https://issuer.example.com",

"iat": 1683000000,

"exp": 1883000000,

"sub": "6c5c0a49-b589-431d-bae7-219122a9%ec2c",
"_sd_alg": "sha-256",

"cnf": {
"wk": {
n ktyll : HECII ,
"crv": "P-256",

"x": "TCAER19Zvu30HF4j4W4vfSVoHIP1ILilD1ls7vCeGemc",
"y": "ZxjiWWbZMQGHVWKVQ4hbSIirsVfuecCE6t4jTI9F2HZQ"

find in data

fOBUSQvo46yQ0-wRwXBcGqvnbKIueISEL961_Sjd4do



"_sd": [

Reconstru Cti ng the Orig i nal Data ] "fOBUSQvo46yQ0-wRwXBcGqvnbKIueISEL961_Sjd4do"

"iss": "https://issuer.example.com",

"iat": 1683000000,

"exp": 1883000000,

"sub": "6c5c0a49-b589-431d-bae7-219122a9%ec2c",
"_sd_alg": "sha-256",

"cnf": {
"Jwk": {
"kty": "EC",
"crv": "P-256",

"x": "TCAER19Zvu30HF4j4W4vfSVoHIP1ILilD1ls7vCeGemc",
"y "Zxj iWWbZMQGHVWKVQ4hbSTirsVfuecCE6t4jTIF2HZQ"
replace }

["2GLC42sKQveCfGfryNRNOw", "address", {"street_address":
"Schulstr. 12", "locality": "Schulpforta", "region":
"Sachsen-Anhalt", "country": "DE"}]

fOBUSQvo46yQ0-wRwXBcGqvnbKIueISEL961_Sjd4do



. . . "address": {
Reconstructing the Original Data
"locality": "Schulpforta",
"region": "Sachsen-Anhalt",
"country": "DE"
Iy
"iss": "https://issuer.example.com",
"iat": 1683000000,
"exp": 1883000000,
"sub": "6c5c0a49-b589-431d-bae7-219122a%ec2c",
"_sd_alg": "sha-256",
"cnf": {
"jwk": {
"kty": "EC",
"crv": "P-256",
"x": "TCAER19Zvu30HF4]j4W4vfSVoHIP1ILilD1s7vCeGemc",
"y": "ZxjiWwWbZMQGHVWKVQ4hbSIirsVfuecCE6t4jTI9F2HZQ"

... repeat for all disclosures ...

Done!



Any Element may be Selectively Disclosable

in sub-structures
{

"iss": "https://issuer.example.com",

"iat": 1683000000,

"exp": 1883000000,

"sub": "6c5c0a49-b589-431d-bae7-219122a9%ec2c",
"address": {

"_sd": [
"6vh9bq-zS4GKM_7GpggVbYzzu600GXrmNVGPHP75Ud0" ,
"9gjVuXtdFROCgRrtNcGUXmF65rdezi_6Er_j76kmYyM",
"KURDPh4ZC19-3tiz-Df39V8eidy1oV3a3H1Da2N0g88"

1,

"country": "DE"

I
"_sd_alg": "sha-256"
}

array elements

{
"iss": "https://issuer.example.com",
"iat": 1683000000,
"exp": 1883000000,

"sub": "user_42",
"nationalities": [
{
"..." "pFndjkZ_VCzmyTabUjlZo3dh-ko8aIKQc9D1GzhaVYo"
o
{
"o "7Cf6JkPudry3lcbwHgeZ8khAvi1U10S1lerPOVkBJrwz0o"
}
15
"_sd_alg": "sha-256",
"enf": {...}

by



Recursive Selective Disclosure for Fine-Grained Release

{
"osdh: [
"HvrKX6fPVOvIK_yCVFBiLFHsMaxcD_114Em6VT8x11lg"

]

"iss": "https://issuer.example.com",

"iat": 1683000000,
"exp": 1883000000,
"sub": "6c5c0a49-b589-431d-bae7-219122a9%ec2c",

"_sd_alg": "sha-256",
"enf": {
"jwk": {
"kty": "EC",

[
"Qg_064zqAxe412a108iroA",
"address",
{

"_sd":
"6vh9bq-zS4GKM_7GpggVbYzzu600GXrmNVGPHP75Ud0" ,
"9gjVuXtdFROCgRr tNcGUXmF65rdezi_6Er_j76kmYyM",
"KURDPh4ZC19-3tiz-Df39V8eidy1oV3a3H1Da2N0g88",

"WNOr9dCBJ8BHTCSS2jKASXTjEyW5m5x65_7_2ro2  fXM" <~~~

» WyJRZ19PNjR6CcUFAZTQXxMmEXMDhpcm9BIiwgImFkZHJ1c3MiLCB71192ZCI6
IFsiNnZoOWJXLXpTNEdALTV83R3BNnZ1ZiWXp6dTZvTOdYcm10VkdQSFA3NVVkK
MCISICI5Z2pWdVhOZEZSTONNUNJOTmNHVVhtRjY1cmRlemlfNkVyX203Nmtt
WXINIiwgIktVUkRQaDRaQzE5LTNOaXotRGYzOVY4ZWlkeTFvVjNhMOgxRGEyY
TjBnODgilLCAiV045cj1kQ0JKOERUQ3NTMmpLQVN4VGpFeVc1bTVANVW18y
cm8yamzZYTSJdfV0

decode

__-- WyJ1SThaV205UW5LUHBOUGVOZW5IZGhRIiwg ImNvdW50cnkil CAIREULX

decode

|

"eI8ZWm9QnKPpNPeNenHdhQ",
"country",
"DE"



Security Considerations (l)

Signature verification: Verifiers could verify the signature inadequately/partially and
accept tampered credentials

Mitigating measures:
e Simple processing model, specified in detail in the standard
e Established algorithms enable the use of existing implementations

Manipulation of disclosures: If the hashes of the disclosures are not checked by the
verifier, manipulated plaintext values could be accepted.

Mitigating measures:
e Design: Generally no assignment to the document possible without hash calculation

e Processing model specified in detail



Security Considerations (ll)

Missing check of key binding: Verifiers could accept credentials without key
binding

Mitigating measures:
e Different formats with/without key binding
e Differentiation in terminology

e Detailed discussion in the standard



Privacy Considerations

Unlinkability (“unlinkability”): Several presentations of the same credential
can be traced back to the same person (due to the same hash values).

Mitigating measures:

e Single use: Credentials are always issued in groups - same data, different salt
values. Each individual credential is then only used once.



SD-JWT VC



SD-JWT VC

Credentials based on SD-JWT VC
using an extensible data model

IETF Draft: https://datatracker.ietf.org/doc/draft-ietf-oauth-sd-jwt-vc/

Daniel Fett
Oliver Terbu
Brian Campbell




SD-JWT VC DM

Credential contents

Base data model

Selective Disclosure Format

Signature/Protection

SD-JWT VC DM

IETF SD-JWT VC




Type metadata

. Credential payload
Ove rVI eW . Resolves to

Type

Type identifier

e The core data model consists of
a set of required and optional
claims

e The type identifier resolves to
type metadata that contains
additional information about the
credential

e The data model allows to express
simple and complex information
sets




Defined Claims

e iss — The Issuer of the Verifiable Credential. The value of iss MUST be a URI.
e nbf — The time before which the Verifiable Credential MUST NOT be accepted before validating.
e exp — The expiry time of the Verifiable Credential after which the Verifiable Credential is no longer valid.

e cnf — Contains the confirmation method identifying the proof of possession key. For proof of cryptographic Key Binding, the
Key Binding JWT in the presentation of the SD-JWT MUST be signed by the key identified in this claim.

e vct — The type of the Verifiable Credential, e.g., https://credentials.example.com/identity _credential.
e status — The information on how to read the status of the Verifiable Credential.

e sub — The identifier of the Subject of the Verifiable Credential. The Issuer MAY use it to provide the Subject identifier known
by the Issuer. There is no requirement for a binding to exist between sub and cnf claims.

e iat — The time of issuance of the Verifiable Credential. See [RFC7519] for more information.



Example: {
S|mpl|f|ed PID "vct": "eudi:example:pid",

"given_name": "Jack",
The data model "family_name": "Dougherty",
represents a simplified "birthdate": "1980-05-23",
PID without selective
disclosure nenfr g
"wk": {
"kty": "EC",
"crv": "P-256",

"x": "52aDI_ur05n1f_p3jiYGUU820KZr3m4LsAErM536crQ”,
"y": "ckhzZ-KQ5aXNL91R8Eufg1a0f8Z5pZJnIvuCzNGfdnzo"

(All examples shortened for presentation.)



Example: {
Slmpllfled PID "vct": "eudi:example:pid",

"_sd_alg" : "sha-256",

Same as before, with "sd": [

selective disclosure. "09vKr JMO1y TWMOs jpu_pdOBVBQ2M1y3KhpH515nXkpY"
"2rsjGbaCOky8mTOpJrPioWTq0_daw1sX76poUlgCwbI" ,
"EkO8dhWOdHE JbVUH1 E_VCeuC9uRELOieLZhh7XbUTtA"

After processing, data 1,
structure as shown on
previous slide is restored. "enfri |
"Jwk": {
"kty": "EC",
"crv": "P-256",
"x": "52aDI_ur05n1f_p3j1iYGUU820KZr3m4LsAErM536crQ",
"y": "ckhzZ-KQ5aXNL91R8Eufg1a0f8z5pZJnIvuCzNGfdnzo"
}
}
}

(All examples shortened for presentation.)



German EUDI Wallet PID Proposal (1/3)

{

"vct": "https://example.bmi.bund.de/credential/pid/1.0",
"vct#integrity": "sha256-jo084330t48....utul8ura33",

"given_name": "Erika",
"family_name": "Mustermann",
"birthdate": "1963-08-12",

"source_document_type": "id_card",

"address": {
"street_address": "HeidestralBe 17",
"locality": "Kdéln",
"postal_code": "51147",
"country": "DE"



German EUDI Wallet PID Proposal (2/3)

"nationalities": [
IIDEII
1,

"gender": "female",
"birth_family_name": "Gabler",

"place_of_birth": {
"locality": "Berlin",
"country": "DE"

}I

"also_known_as": "Schwester Agnes",

// Derived claims
"age_equal_or_over": {

12" true,
"14" . true,
"16": true,
"18": true,
"21": true,
"65": false



German EUDI Wallet PID Proposal (3/3)

// key binding (SD-JWT VC DM)
"enf": |
llekll: {
"kty": "EC",
"crv": "P-256",
"x": "52aDI_ur05n1f_p3jiYGUU820KZr3m4LsAErmM536crQ",
"y": "ckhZ-KQ5aXNL91R8Eufg1a0f8z5pZJnIvuCzNGfdnzo"

"iat": 1712231700,

"exp": 1806839700,
"issuing_authority": "DE",
"issuing_country": "DE"



